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>> We are going to start sessions in 10 minutes.  So be prepared.  And please take your seats.  Welcome to our sessions.  The sessions will begin in 10 minutes.

>> CHAIR:  Welcome, everyone, to our YIGF.  This is a big day for the YIGF participants.  In the past two days the participants have been separated into ten different groups representing different kinds of multi‑stakeholders groups discussing IGF issues.  They talk about openness and access, and today they will talk about security, which is going to be security the on line virtual identity in this mobilizing world.

So before I start the discussions and let the panel start the discussions and followed by floor discussions, I would like to do a little recap of the past two days and this morning.  So the YIGF starts with a discussion on openness.  We have had a great chance to do an orientation for all of the participants where important persons like Paul Wilson, Mr. Kwak from ICANN and the Chairman of ISPI has begun participating in discussions, engaging and empowering youth, encouraging them to participate in IGF discussions.

Letting them know that youth voice is value and important during the discussions.  We start with open discussions and second day we are touching, the participants are touching on access and security problems.  And in the final day, they are, we are honored to have Paul Wilson, board members, Mr. Woo cat way from ICANN and important members to join us in panel discussions to talk to youth on security problems, and now, after they finish the three days of preparations and discussions on their topics, they are going to have the panelist discussions.

So let me introduce a little bit about the discussion sittings.  The youth are separated into ten different groups, and ten different multistakeholders.  They will first present their own ideas during the discussions throughout these three days on the topic of security to present the ideas, present the point of discussions and maybe present their questions, and then we will start with the panelists discussion and lastly, we will open the floor and invite questions from any other guests and also the participants in the floor.

So without further ado, I would like you guys to have a big round of applause welcoming all of those guests and to encourage the participants.

(Applause).

>> CHAIR:  You guys ready?  Then let's start with the first group.  The first one would be social media.  I'm sorry, I made a mistake.  It should be software developers.  That was a mistake also.  Let's invite representatives from security council.

>> Good evening to one and all.  I'm a member of Internet Security Council.  First, I would like to say we will be making some policies on the software developers since we need to possess much more restrictions on them, like companies which develop games also access the media and phone data which is not actually required.  The dangerous apps such as snap chat, nick yak, should be banned since they are not safe and kids are getting used to it and using them regularly, sharing pictures, et cetera.

Now, the most important part is that we youth should be aware of various points such as make sure your mobile device is, up date to the latest version of operating system, use apps only from trusted sources and lastly install an antimobile app.  Thank you.

>> CHAIR:  May I have the next group, the internet service provider?

>> Very good evening.  I am representing internet service providers.  I would like to propose four suggestions to enhance security as ISPs.  The first one being network traffic filtering system.  A three layer security system that will monitor traffic in terms of data packets and it contents should be made, but we won't compromise on the privacy and we will try and build a confidential team that would prevent it's leakage to the unwanted elements.

Secondly, we would try and provide free antivirus softwares to all of the new customers getting registered with us.  Thirdly, we will provide for collaboration of all of the global ISPs and build up a central filtering system so that the spams are restricted.  The fourth and the last being that we will create a virtual private network and make the clients separate and secured from other ISP provider's clients and create a firewall at the VPN.  Thank you.

>> CHAIR:  Thank you, ISP.  May I invite representative from ministry to present their paper?

 >> I'm representing the Ministry of Communication and information technology.  Cyberspace is a complex environment consisting of interactions between people, software, and services supported by worldwide distribution of information and communication technology devices and networks.

Cyber base is led to a wide variety of incidents.  By disrupting critical information systems that impact lives, economy and national security.  So we aim at building a secure and resident cyberspace for citizens and businesses.  Our main mission is to protect information and form a structure in cyberspace building capacity to respond to cyberspace, minimize damage from combination of institutional structures through a secure cyber ecosystem assuring framework for identify classified information, centering and regulating framework, creating meg nixes and securing services.

>> CHAIR:  The next one should be developing countries.

>> Good evening, everyone, I'm representing internet user of developing Country.  Social networking site has become integral part of youth today.  First of all we must have social awareness of most users are not aware of the fact they are continuously being monitored.  Almost every user who carries mobile apps the terms are to be read while using the app so they ‑‑ these have provided convenient access to bank accounts, credit card, identifiable information, personal information and to name a few.  When we are not secure it's easy for a third person to access bank accounts, user ID, et cetera.  Millions of individual identities are leaked by internet due to cybersecurity breaches.  While dealing with issue of internet privacy one must be concerned with technological implications such as damaged property and corrupted file, but also the potential for implication on their real lives.  Thank you.

>> CHAIR:  Thank you developing countries.  May I have the representative from Parliament members? 

>> Good evening, everyone.  As being the Parliament member, we represent parts of the society related to the internet security.  There are some issues regarding the security of the internet.  I would like to put them forward.  The personal identity theft and virus and worms, the data tap and hacking.  And I would like to put forward probable solutions.  The first I would like to suggest to make strict actions against any illegal access, but we have to make sure not to penalize innocent victims of the cybercrime.  To have, secondly, I would suggest, to have self-motivation in the people not to just do random surfing of any web sites without knowing the consequences of it and I would like to end up saying the precaution is much better than cure.  Thank you.

>> CHAIR:  Thank you.  May I have the representative from developed countries?

>> Good evening to everyone.  I'm here representing the internet users of developed countries.  To begin with, internet having revolutionized communication has given ever increasing numbers of individuals across the world the ability to communicate as part of a global community.  Openness has enabled development of internet at touch a fundamental level that access and prevention of access has become a part of Human Rights.  Openness means transparent internet standards, development, where anyone can participate on an equal basis.  As a user from a developed Country, I am keenly interested in seeking openness in the internet of today keeping in mind that it does not compromise the security of the nation.

There has to be a sweet harmony between openness and national security.  In case of conflict, national security holds precedent.  As for concluding remarks I would like to promote ‑‑ propose the formation of a council dedicated particularly to the sensitive issues users of today are exposed to.  Internet possesses limitless potentials and we are subjected to a kind of threat that we do not yet realize.  Thank you.

>> CHAIR:  Thank you developed countries.  May have I have the representative from George foundation which is NGO that promotes sustainability in the countries and sustainability development.

>> Good evening to all of you.  I am representing the George foundation NGO.  And I am representing the Human Rights organization.  Here I'm going to give some suggestions over the security topic on the internet.  Likewise the CIS, Center for Internet Security, which is a non‑profit organization for enhancement of cybersecurity readiness and response of public and private sector entities with the commitment to excellence through collaboration.  We can also use this kind of issue, this kind of qualities in our cyber cafes that can be located in the near by areas so that we can provide security along with awareness of the internet.

The second point is like the international mobile station number which is used to detect lost mobile phones some kinds of identity like voice, image, finger print, could be used to protect the confidential data which would be under that control of Government directly, but not in the control of the stations.  And internet, the third point is internet usage policy should address whether or not employees are allowed to use company computers for personal use and whether or not software may be downloaded by anyone other than a system administrator.  Thank you.

>> CHAIR:  Thank you, George foundation.  May I now invite representatives from youth?
>> A very good evening, everyone.  I'm representing the youth side.  I want to share some views about the internet security as we are conducted by the IGF camp.  Internet security is a true branch of computer security specially related to the internet often involving security but also security on a marginal layer as it applies to other applications.  Transformational shift from the internet of today to the internet of tomorrow.  The structure that manages and regulates the natural resources need to internationalize and make representative.  The governance of internet should also be sensitive to the culture and national interest of a nation.

Information security is most easily understood as being concerned with production of three key attributes, confidentiality, integrity and availability.  Any conflict between openness and sensitivity agenda does not usually occur when it comes to integrity and availability.  The challenge comes in the confidentiality.  Now, I provide some solution for the internet security.

By following some of the key points we can secure ourselves from cybercrime just like raising consumer and industry awareness of importance of network security, funding long term research and development, aggressively enforcing the law against cybercrimes and prosecuting criminals that use or attempt to use the network for fraud, extortion or other crimes.  Thanks so much.

>> CHAIR:  I would like to invite representative from Human Rights organization.  Okay.  I made a mistake again.  Let's have social media operators.

>> Good evening, everyone.  I as a social media operator, I would like to say that it is wrong to completely shift the onus on social media operators for insuring data and individual security.  They are a part of a system and it is not practical to have top down approach in handling the issues of data security, and data theft.

Feasible ‑‑ are only a few social media operator that's we have heard of and we know.  It needs to be realized that there are hundreds of social operators offering similar services and using the onus of protecting data on these operators is dangerous and irresponsible.  So absence of uniform regulations and relying on a company's moral compass is not a solution.  Thank you.

>> CHAIR:  Thank you representative from youth.  And that's all for our presentation from the groups of discussion, so we now move onto the panelists discussions.  Before that I would like to introduce my Co‑Chair, which is on the panel, Millie, who is one of the Net Mission Ambassadors and would you like to introduce us and walk us through the rules of panelist discussions? 

>> Thank you, Wilson.  Good evening, everyone, ladies and gentlemen.  We will be starting the YIGF panel discussion.  As we have already heard the views of all of the different multi‑stakeholders involved in this discussion, we have a series of panelists sitting here, one representing each multi‑stakeholder and the topic we are looking at today is how do make your on line personality or your virtual identity more secure as we are all aware of the different kind of security thefts and privacy on the on line medium.  I would like to start with the youth and what they think about how to make this place a more secure internet for them as they are the future users of this.

>> As I consider all of the representatives, I ask one question if ‑‑ we want security, but we want security, but when we talk anything, any social media, we want all of the security which we want.  We don't stop using this social media.  We want security.  The youth want security, not the solution that block the social media and block that social media if there are any problem related that social media, now block that social media.  The youth can't access social media.  We don't want that.

We just want some security measures can be implemented so we can access those with the security, we can ‑‑ we want some measures which we access all of these sites.

>> As rightly put by the youth they would not like to give up on any kind of social media or any of their on line applications that are using just for the fact that they are not secure anymore.  Let me pass the onus to the business side of the social media or the internet on how they see at making this medium a more security environment.

>> I have social media.  Anyone from business side want to respond?  Okay.  Social media.

>> I am representing the social media operators.  When we talk about a more secure social media network, we put forward the following points.  What we need right now is a smaller time window for retention of data and meta data.  So this particular time frame from ‑‑ it would be, it would be a question to the Government that why on the regulations are probably global or national regulations which constrain social media operators to give us a clearer view of the time frame that we can retain the data.  Second, there is also a lack of data protection policies which we can follow so as to insure and so as to the kind of secure environment that these organisations and the user are looking forward to.

Third, we require regulations and transparency with regard to data collection, but we also, there are a few technologies that we are now incorporating, and are researching on.  One of the most important being multilayered defense systems.  Now, these multi‑ layers defense systems will be more complex.  So even if data theft, even if a person is hacking into our system and bypasses one layer, this multilayer defense systems would insure that there is a lot, there is the level of protection is more.  Also we are, we would request the ISP providers to come in and work with us so as to insure a faster DNS so that the protection level with the time spent being less on the network.  The protection levels would naturally go up.

>> Does the ISP want to include?

>> Thanks for the support.  And thanks for the support of social media, and as I earlier said, I have full faith in your talent and your potential about what your idea is, and I'm just adding onto the idea that there is the plan that we want to build a closed association of group members of all of the ISPs around the world and bring a safer environment for the youngster for the Government, and for every user, internet user around the world.  So we will like all of the analysts to support us and bring a healthier environment for the internet users.  Thanks.

>> Would the business side looking at a more comprehensive and a more, I mean, inviting more support from the Government, let us look at the Government, if they have any data protection policies with respect to that?

>> We would appreciate a little more, we would appreciate concrete policies so as to how do they plan to bring about the change that they propose to bring about.  Because we are heard of proposals, but we do not have concrete solutions or policies that they want to put forward.

>> Okay, I have to cue from users of developing countries and ministry.

>> As a Ministry of Communication information technology, I completely agree with social media operators.  Now, they have to work collaboratively on the global policies so that the interglobal organisations should have basic rules and basic rules and regulations.  So if the data, what date that they should protect and what data they should sell.  This question goes to the business side that we as a Government ask you to have the data for the details and for the security purposes.

Why that data is being sold on line or to a third party, that's the responsibility of the business organization.

>> I'm representing the users of internet in developed Country.  So policies are fine, terms and conditions are fine, but don't you think the social media operators code these policies in a very cunning manner like talking about certain social media company, very famous, so it states that you can upload a photo.  It's your ‑‑ it remains your intellectual property, but at the same time in the company's policies in terms and conditions, it states that it gives them a worldwide non‑exclusive royalty free license.

So isn't it like saying you own your data, right, you own your content, but we can do anything with it.  
>> The concerns of the users are absolutely valid in terms of how data is treated on line.  So what do you think the business can defend or what do they have to say about data selling and data leakages?

>> The intrinsic fundamental principle behind right to privacy is until you put out that data into the public sphere, you have the right to have, for it to be confidential, but if you read a term and condition that says you still own the intellectual property, but you are giving a royalty fee license, we have made it clear that we can use your data.  So it would be your prerogative if you want to put it on line or not.  So it would be the users, it would be the use or's decision to do it or not.

And also a factual flaw in this would be that after we, after we as social media operators have taken directives from the European Union and nations like India which have directed us not to sell information to third parties, we have stopped doing it.  So what we were asking from the Governments of developed nations and other Governments is to give us concrete policies and make it clear so as what is legal for us to do and what is not legal for us to do.

>> I would like to invite security council and Parliament members as part of the Government on what they think they can do with the data protection policy.

>> I ask a question to member of Parliament and Ministry of Communication what things they have done for the prevention of data and data selling or data leakage, and what are their data protection policies.

>> As a ministry, I would like to respond to that question, like we can, we have already answered to the social media.  We are working on that.  We are working on organizing an international panel or international committee sort of framework that, which can form a global policy that can be used to manage these issues like data selling, data leakage, social media security issues or whatever the issues related to the social media or the interorganizational, interglobal organization we have here.

When it comes to what policies we have done, we have made the national agency, we have asked the public and private organisations for making achieve information security offices.  We have promoted the use of neutrality in the internet all over the nation.  When it comes to security point of view, international security, Internet Security Council should focus on that collaborating with the software developers, collaborating with the ISPs, security when it comes.  We can form the policies, we can provide the resources and the security should be handled when it comes to the details of the work should be handled by internet security council.

And when it comes to global issues, we are agreeing with the social media operators and we will work on globally coordinated system of rules and regulations.

>> Maybe when we are developing on developed and developing countries there can be certain problems that are specific to developing countries.  I would like to ask the representative of the developing countries if there are any particular problems that you think pertain to your side of the world with respect to data security?

>> As being a representative of a developing country, I wanted to ask the Ministry of Communication as we know certain websites and mailing sites are selling our information.  So you should take some initiatives to stop it.  You should bring some protection policies before coming here as I was not knowing about it that these sites are selling our information, I guess you too were not knowing.

So you should make people aware of this.  You should, you should place systems for the normal people so they can be available too.

>> Maybe the internet service providers can help in increasing awareness of how to use the internet more securely.

>> I want support from Government, as I deserve it, that I deserve economic and political support to spread the network around the earth of India, and spread the education how to use internet and regarding the political support I need support of local leaders and technical part as well as we are about to plan single optic.  I don't know the technical word much because I am a managerial, I am CEO, so I don't know much, but, yes.

(Applause).

Sorry.  That's the truth.  So I'm just managing it and for some period, I deserve for the users we are planning to educate them by building few cyber cells to we need some time period for the taxes and what you call as a Government the person honeymoon period, as you say.  Thanks.

>> First of all being a CEO of ISP you should know on which technology or policy your ISP providers or companies or organization is working upon.  And secondly, for spreading awareness, I would like the support of the NGOs in collaboration with the NGOs and the provider funds, we have provided sources with the NGOs, we can spread awareness especially to the areas where the internet is completely unknown.  Education about internet on the basic idea of using it.

So when the basic idea is given, the development can be there when it comes to internet as you are saying.  I guess that's what you are asking from us.  For that, we can work on the collaboration with the NGOs, with the Human Rights and with the education NGOs joining.

>> Yes, and to just to add, total and urban for the rule, we want few villages to be covered for electricity as well as there are 200 Cities that are not provided electricity by now.  So we want your support.  We have a Spaniel group of NGOs.  I will send the list to you.  Please do it.

>> In fact, I would work upon the infrastructure to where the internet can be accessed because in the rural areas I don't think that in each and every home there can be laptops, and personal computers like this, at the beginning, Peter, so we can recommend a infrastructure where the people can go and access the internet.  That would be the better part, the economical part for them even.

>> In order to make the internet more equal net, as we are discussing how to make it more accessible to everybody in the world and the Country, I would like to invite opinions from NGOs and how they think we can use the approach and other concerns they would like to raise.

>> First, I would like to raise to the Government why there is no check on the data of people who are deceased, one thing.  Because the data, of people who are no more in this world are still existing in some parts of the Country.  And secondly, with the help of the Government and the policies I would like to, our organization would like to go to rural areas and provide classes to people who are uneducated so that then the cyber ops can be the further thing for them.

>> Time for the support, as I said, and the collaboration with the NGOs we can spread awareness among rural people and when it comes to, when the data about the deceased, then that can be managed by the business side of the thing because they have the data, and they can work in the collaboration with the Government.  They can access, they can ask from the data from us, that deceased, the data of the deceased people and they can remove that data from the internet or anything present there.

>> So how is the right to be forgotten and how does the business side have a take on this on how they are going to make it function?

>> When we talk about the right to forgotten, we have to understand that this particular right which came in strongly with the European directives is full of discrepancies in itself.  First, because it came with the European directives, its application outside of the European Union is we are still not clear about it.  Also when you look at the right to be forgotten, the right to be forgotten is indirect clash with the right of the public to be informed because these areas or clauses will not just be limited to individual information.

Then we also have to understand that when you talk about rights to be forgotten, these will include financial burdens, and huge financial burdens because when you talk of social media and you talk of internet, you just do not talk of Facebook and Twitter.  We have hundreds of social media operators and when you talk about raising a particular piece of information, it will have a colossal administrative burden.  So we have questions like who will be responsible for bearing these burdens?  The social media operators being businessmen.  Is it ethical to ask businessmen to pay for the right to be forgotten?  Is the state supposed to pay for the right to be forgotten?  Or is the person who is claiming to exercise his right to be forgotten going to pay for these administrative and financial costs that come with this right?

And also, when you talk about the right to be forgotten, it exists, it is applicable in the European Union, but the other nations have still not come out and said that it exists in this particular nation as well.  So what we want to do now, what does this information mean?  That this information is erased only and cannot be accessed only in nations of European Union or do you want it globally erased because if you want it globally erased then this right has to be globally applied.

>> Thank you, social media.  I have in cue developing countries.  Please.  I'm sorry, developed countries.  I always mess up with those.  I'm sorry. 

>> Yes, we are internet users, so I have some concerns about inclusion into my private place.  So I don't know whom to ask this question, but I would mention about the visible lower sites and is it not defamation, information about me and to these lower sites like information spreads very fast so it not like defaming me or my telephony conversations are being leaked.  How do you respond to that?

>> When you talk of whistle blowers, we have to understand a fundamental thing.  The information that is leaked often individual especially has been put up by the individual on these platforms.  So if you think that a particular sort of information is so defamatory, exercise a little personal discretion and do not put it up.  And as proposed by the social media operators, we would request the security council, the Government and the Parliament to come forward and give a universal application of a time frame that we can retain this information, because we still do not have those guidelines so we as social media operators and as businessmen are also clueless as to what is the window and the time frame we can keep this information for.

>> This is basically the business side and a few people here are trying to call for a little more awareness on using the internet more securely on the part of the users as well as business and Government making it a collaborative effort.  We try to look at what the developing countries have to say about this.

>> I want to say to ministry of council that as youth, laptop cannot be given to every person in a village.  It can't be because we have seen, it has been distributed.  So if the state Government can do this, why can't central?  If they generally wanted to promote awareness as ISP member.

>> You are saying that ‑‑ you are saying that the right to Government to give laptop to every child but when we talk about a central point of view, at that time, central always need to support Government.  If the state Government does not provide the support to the central Government, central Government cannot deal with all of these matters and it is not possible of the central Government to give the laptop to all of the villages in India.

>> Not to all of the villages, just laptops are provided to ‑‑ so you can give to them only?

>> If we provide to particular state, then particular state at that time operator should also have the data.

>> Depending on allocation of budgets for different central and state Governments, I think each state Government can take a call as to how they want to allocate in terms of education, et cetera, but the other concerns we are looking at here arising from the youth is how to increase more awareness in terms of using the internet and using the internet more safely.

>> When we talk about the internet using internet, there are many aspects like in securities we are facing as per concerned, youth is considering openness, but still they want some security in their openness.  They want their data to be secure which they want to share with among the people.  So I would like to ask a question for the Government to which extent we will, as a youth, which extent we will be monitored when we are censoring by any other service like at which extent we are we are monitored.

>> First to answer to that, if you have issues about your data being monitored or your data being leaked or your data being used in some wrong means by the Government or by any other business organization or by the social media operators, first of all, there should be, there are ‑‑ there is a thing called self‑regulation.  Youth should be aware how, which data they should put on the net and which shouldn't.  If you think that your personal data is such that no one can see that or no one can listen to that, then you shouldn't put it on internet.  Internet is a global platform.  How can you put such a private data on the internet?  This is a topic of self awareness, which we are agreeing to spread through various youth camps.

>> Okay.  So what you will say when we are using the net banking, we are using our credit card numbers and account numbers in the net, and as we know that the internet is not safe, but still we are using our net banking access, net banking with the internet, then what you are saying about this?  This is not a private thing?

>> Youth are always ask the Government for the security, but I am a measly part of youth.  So the first part is developed by two brothers in 1986 in Pakistan at the age of 24 and 17.  So the reason behind of this is lack of knowledge among the youth.  So youth have to develop the technical knowledge among them.

>> I think we all are coming to a conclusion more so which is pointing towards creating more awareness of how to use the internet more securely on the part of the users and the business and Government.  So all of the multi‑stakeholders here need to collaboratively work towards that goal of taking up short break from the panel discussion, we would now like to invite opinions, comments or questions from the people or the floor.  We would like to open it if there are any questions or concerns they would like to raise.

>> I would like to ask that as suggested by the panelist if an international organization is formed to regulate the internet security, so who would govern that organization?  Don't you think that the developed countries would still be dominating the policy formation?

>> Well, if you have the problem of the developed countries dominating the policies and everything, there is this concept of equitable internet, that the panelists have to discuss about, and it is for the very same reason that the youth, this is one nation that we are talking about will take this to a global Forum and the same concept should be discussed there, and we will definitely come up with something that even the developing nations and the third world countries, even they have a say in internet policies.

>> That is one of the reason why IGF is multistakeholders so nobody is playing dominant role be it developing countries, businesses, et cetera.

>> I have in the cue from ISP and after that I have social media, and then I will have floor questions.

>> For the solution of that, I have social of ISPs which will be on the platform on the criteria of just like mirror image of UN and which will be as a speaker will appoint a Judge of international court, international criminal court or someone of that stature, and the policy making or the framing of any kind of law or any kind of procedural thing you want to consider as will be done by the voting criteria as you see in the Parliament or in any democratic scenario.

I hope I fulfilled every query of yours.

>> The global institution that is being proposed is not being proposed to have powers to punish or powers of sanction.  So what the global institution that is being proposed is an institution with equal representation without discriminatory powers like veto, et cetera, and these particular, this particular body is proposed to react more as a legislative body formulating global guidelines which would then be ratified by individual nations and after that ratification, municipal and local laws would be made by states with regard to their own local considerations.  So this particular body that we are proposing will not be able to dominate these nations because we will not take off their individual rights to regulate the nation.

We are just proposing a body to make global guidelines.

>> That is exactly why we have independent internet Forums like IGF and ICANN and others which are involved not only in policy making but concrete decision making and are completely apolitical and unlike the UN they do not have any kind of veto powers so we are not looking at any kind of partiality.  Let's go to the next question.

>>

>> So being an international organization, there are many developed and developing countries at Security Council.  It acts like a toothless lion.  By that I mean that clearly it knows the primary cybercrimes, the raising concerns regarding cybercrimes in all of the countries.  So there is no particular definition of reasonable security.  When they say that the security could be hampered ‑‑ when they say that privacy could be hampered based on reasonable security.  So there is no definition, proper, concise definition of reasonable security being mentioned by the United Nations or Security Council regarding the internet.

So my question is that who decides what reasonable security should be?  And if companies and individuals are observing reasonable security norms, then why their privacy rights are being infringed upon as their fundamental rights being protected?  These are the basic Human Rights being infringed on, so the Government could answer because the Government could devise Security Council regarding same.  Thank you.

>> Firstly, I want to say that it is the responsibility of internet council being a member of Internet Security Council.  We consider three elements of the cyber ecosystem, people, technology and policy.  We basically explore, map and develop recommendation for the essential relationship.  So we explore maps and we consider the problems and give recommendation to the Government.  Now, duty of Government to make policy and apply them.

>> So as the entire discussion was rooted at in the Internet Governance here it's not just the Government or the policy makers, but it is also the users.  The entire idea of reasonable security depends on the user themselves along with other parties involved.  Next question, please.

>> Users from developing countries would like to have the answers and then I have at least three, four questions from the participants, and I at the same time would like to invite open sessions guests, if you have questions from our participants, feel free to ask as your opinions and values are very important to them.  Thanks.

>> I would like to say regarding internet users, it's about the basic education of internet, which is not being provided to us.  We don't know about the security.  How does internet work and how it hampers my privacy.  So I guess it should be, there should be some awareness by the Government sponsored by the Government, and accompanied by the NGOs so that the users are more aware about what are repercussions can be there.  Thank you.

>> Very good evening to all of you.  My question is to all representatives sitting on the podium, my question is how realistic is your plan to address the security gap?  I'm sorry.  I will repeat the question again.  How realistic is your plan to address the security gap that you might have today?  Thank you.

>> As social media operators, we have five practical solutions for bridging the gap.  The effect may not be immediate, but the effect is realistic.  We propose that a faster Resolution would be more reliable and secure because of faster transactions and faster, you know, transmission.  We also, we also are incorporating origin defense by cloaking web infrastructure which reduces our vulnerability, and we are incorporating and working on further research and development of application layer defense which protects against data theft to attacks like SQL injections or cross site scripting, which is one of the ways through which data is stolen from us as social media operators.  Then we also are trying to combat denial of service, which one of the major social media operators faced recently.

By having routed data central infrastructures which would be a protection against large and complex attacks and the fifth practical solution that we have already incorporated and also working on research and development of is multilayered defense.  So if a person is trying to bypass the defense system is able to bypass one layer, we, by having a multilayered defense system, the chances of him being stopped by another layer are more.

So put it in layman's term, there are more blankets to save the data.
>> The ISP would like to add to this.

>> I would request my friends from the Government, business sector and NGO as well as the ministry to join hands with us and bring up a solution for this, and there is a person bill made by Raj Mikafa it was in 2009, please consider same for making new regulation policy and to protect the service users.

>> Thank you.  Next question, please.

>>

>> Good evening, I have a question to software developer, whenever the new software application is being made, then condition is sometimes complicated so it's not easy for the user to understand it.  So, for example, Facebook, even Facebook applications, have 14,000 words.  So how can the user understand the application more clearly?

>> Well, you are right.  It's a very lengthy document and that's why it's a policy.  It's a policy to safeguard your interest and to make you aware of your rights as well as your liabilities.  And if you look at the constitution or various other legislations they are lengthy as well, but they are there for your protection and for your safeguarding your rights.

So unfortunately, you have to go through them.

>> And considering the youth has grown up in a very short attention span and they look for everything in a snap chat mode, maybe the social media operators in the future will form late shorter agreements for you to approve which when you download an app, thank you.  Next question, please.

>> My question to all of the panel efforts sitting there is Cloud services could bolster national cybersecurity?  What's your suggestion about it?  If Cloud services could bolster cybersecurity.

>> If you could please elaborate on the topic?

>> What type of Cloud services ‑‑ just is Cloud service help us to protect against cyber crime?   What’s your suggestion about it?

>> I think because Cloud service is part of the internet it depends on how effectively the user uses it and how many agreements you read before accepting anything, before connecting to a particular Cloud service.

>> And if I may add onto that.  Cloud services are also they cut down on the devices you use.  So if you are talking about a type of cloud service that you would use to implement security, then we probably would give a better answer on how practical it would be.

>> Cloud services are just an infrastructure for the policy makers and the technological work.  We need to frame another whole set up.  That's why we are talking here.  Thanks.

>> Next question, please.

>> Hello, everyone, I would like to ‑‑ my question to everyone here as we are talking about the security over the internet, and to create awareness among the people, but I think one of the sectors which could be more helpful to create such a is education sector which I cannot find between the multi‑stakeholders here.  So I think we should involve the education sector as well.

>> Thank you for suggestions, but there are a lot of people who can take care, I mean we have the NGOs from Human Rights and they can speak on behalf of education.

>> The education sector, the basing education that could be.  Sure, for the next YIGF we will have one more seat.

>> We have suggested to the Government and they will be doing it.

Thanks.

>> Mr. Kaline, you had a question?

>> Hello my name is Pablo.  I am representative of old internet community and still young at heart, I would like to share with you a statement of my stakeholder group if I might.  The first point that I want to make is that the interests of my constituency have been severely affected today for which I would like to express very deep concern.

We feel we are irreverent if not superseded by a new generation of thoughts and fresh ideas.  I would like to invoke their right to not be forgotten and be preserved on the internet at the expense of Governments and not the social media operators for historical reasons only.  Apart from that, I would like to convey to you our acceptance with some resistance, I must say, for you to take over the world and lead the internet the way that you best consider, which seems to be the best way.

(Applause).

>> Thank you for your support and I'm sure guidance from more people like and others in the room we will be better equipped to take on the internet world for the future.

>> Rajesh Charia, ISPI.  I am happy and proud that the youth is finally taking over the internet Cloud.  And I support the view expressed by Pablo so that the youth are the next who are going to take over.

A few of my concerns, why is the Government putting the onus on the service provider and the social media?  Why they are not taking care of themselves?  Number one.  Why the social media is putting responsibility on the service provider which you are taking all of the revenue from the advertisement and you are not sharing with the service provider.  You are making the money, and you are making bankrupt the service provider.

Every problem is coming on the service provider.  One more issue, I'm putting the claim on the information.  No, I'm putting the blame on the infrastructure.  One wrong thing doesn't stop us to spread the good things into the internet.  You are telling that why you are sharing your personal data?  She is right.  I have to do the net banking.  It is your duty to secure us.  How are you going to secure us?  If someone like the overseas like the social media is leaking our data or the cybercrime people are leaking data to the third world, it is your responsibility to protect the rights of the citizen.

Don't run away from your duties.

>> You are rightly said, but I would like to say that, first of all ‑‑

>> (Speaking off microphone).

>> I would like to say what I mentioned about the youth.  It wasn't internet banking.  Net banking, security, has been the main concern.  And with the collaboration with software developers, the continuous development or innovation, invention in the encryption policies providing better security is going on and it will be going on until the time we provide the best security in hand and when it comes to providing the better policies and better ‑‑ it cannot be done just by the Government.  It has to be done with the collaboration, with the ISPs, with the social medias, with the Government of other nations.  Just one Government can't give one unilateral approach.

(Applause).

  Understanding the soft corner for ISPs, I would say that considering ‑‑

>> Can I just?

>> But I would like to thank you to support the youth and what we are doing here.

>> In the line first I have ISP and also ‑‑

>> Anymore questions from the floor?  We really like to hear your opinions, views, any kind of feedback.  It's not necessary you have to ask us questions and drill us.  You can be kind.

>> Good evening, my question is about a password leak.  It happened a few years back from a social media website around 600 passwords leaked on line, and even though those passwords were hacked, the hacker was able to guess about 300 million of them.  So how can we action plan so that if it happens in future, what can we do to prevent it?

>> I would ‑‑ if I may, I would just explain the type of technology in two lines that was being used for information.  What will happen was information was given, it was converted into HTML tags and saved in the cache memory.  So then even after it was deleted off by the social media operator, the hackers could still bypass the cache memory and get back the information.  Certain development is being done on it, and several social media operators have started working on it and started changing and replacing the system by five practical solutions I mentioned.  Also another important thing that I, as we as social media operators have been pressing upon is a time frame for data and retention.  Because we only know four major social media operators, but we are to understand that there are hundreds of social media operators so you can target the four operators you see, but if you have a uniform data protection policy, you will have a uniform application of the laws and regulations as well.

>>

>> Question is for the Human Rights organization.  Don't you think censorship of internet would lead to the suppression of the rights of speech and expression because internet on its own means no boundaries?

>> I don't think to because there should be a line which should be drawn by the Government.  The law should be there so that after a point of time the data is objectionable, otherwise it should be passed on. 

>> Anymore questions, comments? 

>> Well, another question to all of the representatives that if I, if I become a victim of any hacking or any kind of cyber attack, then I register and complain to the law and enforcement or police, then the police if they investigate that what scenario has happened and if I become a victim and the attacker is from another Country, then you accept that you have been attacked by a person sitting in another Country, and we have no rights to catch him and in their countries.

So is there, is anything that you are planning to do such an organization to make such an organization that if anyone welcome a victim of any crime, any cybercrime from person who is attacking on him from any Country, he can, he may punish them as per the rules.

>> The question that you just posed is about jurisdiction, and where the trial will be conducted if the parties, if the parties are falling under different jurisdictions.  So there are two juries that are currently being followed one is a Forum shopping.  That is you choose the Forum of the jurisdiction that is most convenient to a multitude of parties, but India is another concept, but if any computer, computer resources or computer network falls under the jurisdiction of the Indian nation, then the Indian nation will have jurisdiction and the laws will apply.

So even if there are ten parties in ten different nations, all of the parties, the trial will be conducted in India.  To the jurisdictional problems are being solved and concepts are being put forward, and this particular concept of having a computer, computer resource, computer network under a nation and the nation having its jurisdiction is a brilliant concept in my opinion.

>> This crime of is different department called cybercrime and there are different police station, there is also a police station for cybercrime, and I want to say that there is no boundary for internet crime, it is India and it is Pakistan, it is America.  Everyone is equal in the cybercrime.

>> We have time for one last question.  If anybody would like to take this opportunity.  Somebody in the back.

>> Hi, I'm Jejam from Bangalore.  I have not been attending all sessions, but I think the question would be generally to all of you and maybe the Government team here.  I understand the current youth in India is more or less dependent a lot on social media for communication amongst themselves and peers and eventually that will be the way, but as I see it currently is most of the social media platform has been hosted not by India or one of the specific countries where we are currently consuming it.  So what's the current youth view about it considering the security implications it can have.

Secondly, this question is for the Government because you can pursue the Government over here, right?  So the fact is even the current Government of India is using social media very well, which is not being hosted in India itself, which is subject to, again, a lot of security implications because people can actually see what minister X is talking and Prime Minister or the chief minister.  So what is your view?  Is this the correct way to go about it or how important do you think the situation is?

>> We are talking about exchange of information or communication on social media, even if the Government or the politicians are using it, it's not to share any kind of secret or personal data.  It is more used as a tool of propaganda for them, and I think because social media also entails social media marketing, which is the aspect that they are using most out of it.  So I think they can rightfully go ahead and make use of this entire open internet system and social media.  Coming to why there is less innovation in terms of having social media or these kinds of platforms only from outside countries and not many from India as yet, I think we are still growing in terms of IT infrastructure, and knowledge, and I don't see the day being too far because one of the largest markets of Smart Phone users, so I don't see that day being far when India will be a larger market of developing knowledge and software in terms of internet and social media.  I hope I have answered your question.

>> So actually the point I really wanted to ask seeing that you guys is essentially how important you think ‑‑ for example, I understand the propaganda, but you have certain applications, it's appear to be group communication, so that kind of data is accessible to countries outside India.  So how important does the youth think?  This is a valid thing to do.  That's my question.

>> That's the discretion of the user because even when people, even when we had the entire security scam in U.K. with a lot of politicians' Blackberries were tapped and NSA and U.K. had gotten data out of them, we are talking about politicians who are much more well versed with the systems, even they fell prey to the entire security issue and we are premature in the use the awareness of how to use it and I hope it's the discretion of the politicians and I hope they are using it to the best of not sharing secret data on these airways.  There are hundreds of other ways of doing it.   

I heard it in some Conference over the last two days, in India a lot of the confidential is typed, sealed in an envelope with an official seal on it that says private and confidential.  So I'm hopeful that the data of my Country is not going anywhere.  Thank you.  Is there any other questions?  The last one probably.  Or I any maybe we don't have the time.  Maybe you can meet us somewhere in the lobby and just pop in your questions.  Always feel free to speak to the youth and invite more suggestions and opinions from us.  We like that.  You have been a great audience and thank you so much for all of your support.  Thank you so much for your time, for all of the people who have taken the time out, especially on a busy day, and I would like to congratulate our participants and panelists here for showing the confidence to be able to speak from front of on audience and answering the questions of an audience who might be more experienced and learned than we are.  I think we all deserve a big round of applause and thank you, everyone.

(Applause).

  I would just request everybody to gather for a group photo to commemorate this big moment of Indian youth along with other people rising in the entire Internet Governance Forum.  Thank you.

(Concluded at 18:49).
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